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Introduction

This user guide is for ‘Android SmartPhone Client 03.03.00 (Multi-site)’ application which is listed as
‘VMS Client 03.03.00’ on the ‘Play Store’.

Please check the ‘Security Management System Server software’ version for compatibility with ‘VMS
Client 03.03.00’ application.

In the ‘Security Management System Server software’, please navigate to ‘Communication ->
Network’ tab from the left hand side navigation menu.

192.168.0.76 J Communication — Network |
TestCompD2018 ‘ Input IP address (Connections to cameras)
P . Current: 192.168.0.76 (Status: OK) I
Device gro Select: 192.168.0.76
[ Output IP address (Client connections)
lstatus |
Lat Current: 192.168.0.76 (Status: OK) ‘
Select: 192.168.0.76
Ports H
Network ) TCP port1: RTCP port (UDP): | 20001
HTTPS
_ RTSP port (TCP): | 1024 HTTP port (TCP):
Email settings
Phone settings = ( ) S
FIP settings Web address: | http://192.168.0.76:9900 j
i Communication Versions
Restrictions Client SDK communication version: | ClientSDK-02-00-02 (6) |
RSS feed settings Android client app name: l VMS Client 03.02.00 |
External database
Add-on license is needed for 'iOS client’ feature
Relay outputs
i0S client app name: | VMS Client 03.02.00 |
Web Service
Custom Interface 1
| Security devices ¥

Please confirm the ‘Android client app name’.

If the ‘Android client app name’ is ‘VMS Client 03.03.00’, this user guide is valid.

If the ‘Android client app name’ is different, this user guide is not valid. Please access the user guide
associated with the ‘Android client app name’ displayed in the ‘Security Management System Server
software’.
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Architecture

VMS client 03.03.00 can connect to multiple ‘Security Management System’ servers and can provide
access to different features, depending on the access privileges configured in the ‘Security
Management System’ server software for the logged in user.

Server
Sitel

Server Server
' Sit

VMS Client
03.03.00
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Settings and Installation

e Go to “Play Store” application on your android smartphone
e Search for “VMS Client 03.03.00”
e Click and install the application

LI 20 =0 [(d.476%@14:58

Q_Search phone Ul

=l ]
@

Samsung oogle  Microsoft | Play Store | Messages

2P000

Camera Gallery Clock Contacts  Settings

Calendar Calculator Play Music ~ Radio Game
Launcher

D & = D

Gaana  Samsung Secure
Pay mini Folder

- JMON N

WhatsApp  OlaCabs Swiggy  bigbasket
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Android Phone Settings

e Go to settings tab, select “Wireless and Networks” and select “Turn ON Wi-Fi".

o |t will detect the available Wi-Fi networks and then you can choose the correct Wi-Fi
network

Dl © 9:48am DM@ 9:58 am

Wireless & networks Airplane m
Disable all wir

Call settings Wi-Fi
Turn On Wi-Fi

Sound Wi-Fi settings

Set up & manage wireless a

Display EE.%Iu etooth
rror

L2
{31 Location & security

P Applications VPN settinos
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Login

This is the first screen displayed when the SmartPhone client is launched.
User can login with biometric validation using his fingerprint or application password

By default, login using fingerprint is disabled. User can enable it from “Settings->Authentication
Settings” in application settings tab.
e If fingerprint login is not enabled, the message is shown to user

Enter Application Password

e If fingerprint support is not available on your phone, then the appropriate error message is
shown
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Enter Application Password
Start

Fingerprint login support is not available.
Check Settings->Authentication Settings for more details

The default password for the application is “mop” (without double quote characters).

This password can be changed after logging in to application from “Settings->Authentication
Settings”

Notes about fingerprint login support
To enable this in application,

e Your phone must have fingerprint sensors

e Your application must have the fingerprint added in your mobile’s security and privacy
settings
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When application is executed for the first time, no server site is added in client.
Hence application shows following screen.

s s

No Server Site Added.
Please add a server from Settings->Add Site

User can go to Settings->Add Site and add server sites to client application.
In subsequent application executions, if server sites are already added to client, then client tries to

connect to the sites on launch.
After the connection with sites is established, user can see the main application view.
The main application window has live video view, alarms view, playback view and settings view.

Note: If the user does not have privileges for “Playback” and “Recent Alarms”, then “Playback
View” and “Alarms View” tabs are not displayed.
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Live View

e This view displays video streams for video channels in video groups which have “Smartphone
Client” privilege.

e For more information on how to create camera groups and grant privilege, refer to ‘Section:
Create Smartphone Client User’ in this document.

e User can select a site from “Sites Dropdown List” and view all the available channels for
“SmartPhone Client” user in “Camera Dropdown List”.

e The video for that channel will be displayed to user.

e [f user has added a site which is offline then the camera dropdown list shows “Not
Connected”

e Camera Search: In full screen view, a particular camera can be search using the search
button.

Search Cameras

Search Camera  Cam

o]

Cam490

Cam491

Cam492

Cam497

Cam499

Cam501

Cam502

Camb06

Cam507

e Llive view can bein
o Full screen view
o Grid View
e Tapping on a full screen video changes the Full screen view to Grid View
e Tapping on one of the videos in grid view shows that video in full screen view
e With swipe gestures, user can go to next and previous pages in both full screen and grid
view.
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VMS Client 03.03.00

A PEPRT AL

Select Site: Site_123 w| Sgrver Sites

Select Camera: Cam502

€« % % § A 2 camdraPTZ

1 Full screen view
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T

Select Site: LS_iI_e:] 2_3_ Vl

2 Grid View

Video Screenshot: With top “Video Screenshot” button @ you can take a screenshot
image for the current video frame. The screenshot location on your mobile phone is shown
on “Settings->Snapshot Settings” page. You can view the saved screenshots in “Gallery” of
your mobile phone along with other images.

Email Screenshot:

Only visible when “Enable E mail Communication” on Settings->Email Settings is enabled.

=3

With top “Email Screenshot” button you can take a screenshot image for the current
video frame. This screenshot will be sent by email as per settings done in Settings->Email
Settings.

You can view the saved screenshots in “Gallery” of your mobile phone along with other
images
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Camera PTZ, Presets and Tours

« » 4 § 1 o

Move Move pove Move Zoom Zoom
Left Right Up Down In Out

If camera PTZ is enabled in VMS Server, then PTZ buttons are displayed in as shown. User
can press the button to pan / tilt/ zoom the camera.

Note: If the user does not have privilege to access PTZ features, then PTZ buttons will not
be displayed even if camera is PTZ enabled.

If camera presets are added for camera in VMS Server, then presets as shown. User can

select a preset in the list and can click on the button (@) to go to that preset

Note: If the user does not have privilege to access camera presets, then preset list will not
be displayed.

If preset tours are added for camera in VMS Server, then tours are shown in the list. User

can select a tour in the list and can click on start button @ to start the tour. To stop the

tour, click on stop button .
Note: If the user does not have privilege to access camera tours, then tour list will not be
displayed.

Video Search
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Playback View

Note: If the user does not have privilege to access Playback features, then Playback tab on the top
will not be displayed to user.

[§)] vms client 03.03.00

Settings Next Previous Franle

_—

Reverse 16X 4X 1X Play Play Play
Buttons 4X 16X

Playback can be started by selecting playback options with “Playback Settings”
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Playback Settings

User can set Site, Channel and playback start date and time for starting playback
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m VMS Client 03.03.00

(O 1 I | B

After the playback starts, user can fast forward and rewind the video by using buttons provided
below the video window.

The video can also be paused and then played frame by frame with previous H and next frame

’l buttons

Screenshot: Screenshots can be taken with screenshot button m . The screenshot location on your
mobile phone is shown on “Settings->Snapshot Settings” page. You can view the saved screenshots
in “Gallery” of your mobile phone along with other images.

Email Screenshot:
Note: Only visible when “Enable E mail Communication” on Settings->Email Settings is enabled.

=22

With top “Email Screenshot” button you can take a screenshot image for the current playback
video frame. This screenshot will be sent by email as per settings done in Settings->Email Settings.
You can view the saved screenshots in “Gallery” of your mobile phone along with other images.
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Alarms View

Note: If the user does not have privilege to access ‘Recent Alarms’, then Alarms tab on the top will
not be displayed to user.

Alarms view shows the list of all the alarms that have happened at the server side.
[&)] vms client 03.03.00

Site_74867A59E187
Cam285

Line crossing
21-May-2019:17:22:25

P Site_74867A59E187
- ms e

=t Cam284

§ Line crossing
21-May-2019:17:22:11

When a new alarm is received, the application shows an alert to user if the user has “Alarm
Notification” privilege.

If user has playback privilege, then clicking on the item in the list of alarms, opens the playback view
and plays back recorded video for the camera at the alarm timestamp.

AP TAT LT
H e @
@ 4« < K11 M > » o Playback Controls

Event Video ©
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Clicking ‘Back to List’ button e stops playback and shows the ‘Alarms View’ again. Clicking ‘Start

from Event Time’ button A.?;i starts the playback from event time.

This view also has playback controls for fast forward, pause, rewind and frame by frame playback as
shown in above snapshot.

User can also take snapshot of current video frame with ‘Snapshot’ button.
The snapshot directory can be found out from “Settings” tab.

=S

User can email the snapshot of current video frame with ‘Email Snapshot’ button.
This is available only if email preferences in Settings->Email Settings are enabled
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Stream video to server
Note: Only visible if an external video channel is added to VMS server for the logged in user name

This feature provides the ability to capture video frames from mobile camera and stream it to VMS
server selected from the dropdown list on top.

Video will be streamed as jpeg frames and its size and quality can be set from the dropdown list

given.
User can switch

This feature is available only if the VMS server has an external video channel added to it for the
current smartphone user.

@wws Client 03.03.00

o PR ALY
.~ streamvideotoserver

Server Site: l Site_123 vl
JPEG Quality: Low 4
Resolution: 176X144 A
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Cameral/0
Note: Only visible if the logged in user has privilege to access camera | /O features.

Camera I/O commands can be sent from this view.

o P TPATT A X
—

Server Site: [ Site_123 v

Camera ID:Cam501

Camera ID:VC_Cam501 ON OFF
I/0 Out Name:Camera 10 out1

1/0 Out Index:1
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Settings View

Various application settings can be done from this menu. Please see the details of each setting
option below

VMS Client 03.03.00

& X
Add Site
View/Edit Sites
Snapshot Settings

Events Settings
Email Settings
Change Password

About Application
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Add Site

A new server site can be added to client with this setting. Clicking on “Add Site” opens following
page.

|VMS Client 03.03.00

Add New Server Site
IP Address 127.0.0.1

User Name UserName

Password AL

| Port Forwarding Enabled At Server
v Enable Site

Add Server Cancel

ivms Client 03.03.00

v Port Forwarding Enabled At Server

'+ Enable Site
TCP Port1 5500
RTSP
Port(TCP) 1024 ;
HTTP
port(rcp) 2900

RTP Port(UDP) 20000

RTCP
port(upp) 20001

Done

Please type the IP address used by the server software. Please refer to the ‘Security Management
System Server — User Guide’ document, ‘Quick Start’ section for details on how to locate the IP
address used by the server software.

Important - Only users with ‘Smartphone Client’ privilege or the privilege derived from
“Smartphone Client” privilege can connect from the SmartPhone client applications. Please refer
to the section ‘Configuring Smartphone Client User in Security Management System server’,
available in this document, for steps to add and configure a user with ‘Smartphone Client’
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privilege or with a privilege derived from ‘Smartphone Client’ privilege in the Security
Management Server.

Type the valid ‘User name’ and ‘Password’. This should match with the user configured in the server
software, and the user should have the ‘Smartphone Client’ privilege or the privilege derived from
“Smartphone Client” privilege.

After user adds the site, smartphone client tries to connect to the site. The site can be seen on the
video view in “Site Dropdown” list.
The site is remembered across sessions.
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View / Edit site

User can view / edit / delete a site with this option.
After user clicks on “View/Edit Site” on Settings page, following page is shown to user.

- £ = 2

Site_74867A59E187
192.168.0.67
Connected

Available Cameras : 3

192.168.0.77
192.168.0.77

Not Connected

Network Connection Error.

|VMS Client 03.03.00

/ * f”)__ Refresh

: /Reconnect
Site_7H867A59E187
192.148.0.67 )
Connebted Delete Site
Available Cameras :

Rp—
192.148.0.77 . dit Site
192.148.0.77
Mot C _nnected Rl
Network Connection Error. S

Site List
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Clicking Edit, lets user edit the connection settings for selected site.

m VMS Client 03.03.00

Edit Server Settings
P Address  192.168.0.77

User Name test2

Password COL?

|| Port Forwarding Enabled At Server
'V Enable Site

Update Cancel

Clicking delete will delete the selected site from client’s list

This will disconnect the server

and delete it from your list.Do you
want to continue?

No

Clicking connect will connect / reconnect to the selected site
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This will disconnect from the
site and reconnect.Do you want
to continue?

No

Clicking Back will take you to the Settings page.
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Snapshot settings

This option opens Snapshot Settings view.

Snapshot Settings

Snapshot Directory:
/storage/emulated/0/VMSClient/Snapshots

This view shows the location of snapshots saved on mobile phone.
The snapshots can be saved with “Snapshot” button on Video / Playback view.
This setting cannot be changed by user.
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Events settings

Note: If the user does not have privilege to get “Alarm Notification”, then “Event Settings” will not
be displayed to user.

This view shows events settings for all the sites.

@ VMS Client 03.03.00

) z g
@ e JI bZ &
LS | es || Loy | Gl LT S RS

ol Site_74867A59E187
| Cam285

Line crossing
21-May-2019:17:22:25 \

P Site_74867A59E187
Cam284

j Line crossing
21-May-2019:17:22:11

If “Show Event Alerts” is checked, then event alert window is shown when a new alarm is received

Alarm Type : Intrusion

Show Video Dismiss
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Email Settings

VMS Client 03.03.00 can send a video screenshot by email to specified email address. The email
preferences can be set with email settings as shown below

@VMS Client 03.03.00

[ Enable Email Communication

SMTP Server: mail.smtp.server

SMTP Server Port: 587

Security Type: TLS 4
Sender Name: VMS Client

Sender Email ID: etst@test.com
[ Use authentication

Password: IO
ConfirmPassword: confirmpassword
Receipient Email ID: test@test.com

CC Email To: cc@test.com

Note : Multiple emails addresses separated by semicolon () can
be specified for Recipient and CC.

Message Body: Image shared from

VMS client

v X

Clicking on “save” button \/ saves the settings across sessions and will be used to send
screenshots by email

With “Send Test Email” button M , you can send a test email for above settings
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Authentication Settings
1. Enable Fingerprint Login
If your phone does not have a biometric sensor for fingerprint or you have not already

added fingerprints in your mobile settings ((In Security and Privacy -> Biometrics), then this
option is disabled.
To enable this in application,

o Your phone must have fingerprint sensors

o Your application must have the fingerprint added in your mobile’s security and
privacy settings

2.Change Password

Application password can be changed from this page. Clicking “Change Password” shows
following page to user.

Enable Fingerprint Login

Your device does not have fingerprint saved.
Please check your security settings

Change Application Password

Old password
New password

Confirm password

Change Password
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About

Application version can be checked from this page.

YEE - 20 =0 (.0 73% 8 15:38

(QY] VMS Client 03.03.00

About Application

VMS Client 03.03.00
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Running VMS Client in background mode

User can close the user interface and video views and continue to run the application in background.
User can click on back button, whenever he wants to close the Ul.

Confirm Application Close.
‘Yes' to shut down.'Minimize' to keep
running in background.

Enable Settings->Show Alerts to receive
events while running in background.

No Minimize Yes

0 100%

Fri, Oct 7 OB &

Qoo s @ +

(® VMS Client 03.03.00 New Event
Site_123 - Cam490

* Intrusion

07-0ct-2022:13:51:14

Clicking on “Back” button on phone shows following message. User can select “Minimize” to run
VMS Client in background. An icon for the application is shown on status bar of the phone. User can
expand status bar and click on application icon to launch the user interface.

Note: If the user does not have privilege to get “Alarm Notification”, then alarm notifications will
not be received and displayed to user in minimized mode.

In ‘minimized’ mode the VMS Client, keeps checking for new alarms generated by server. Whenever
a new alarm is received in minimized mode, a notification is shown on status bar. User can expand
status bar by pulling it down and click on the notification to open the application.
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e =, % g R
WELi1 2258 1333 13:32 | Fri7 June e

= o)

07-Jun-2019:13:31:13

B Software update

Software update
Download paused

AL Ultra data saving mode ~

Ultra data saving mode enabled
Some apps prevented from using background data. ..

H_ AppCloud 0819 ~

Complete device setup
Tap to get started

A= -" Android system  Transferring media files via USE ~

liaues NOTIFICATION SETTINGS ~ CLEAR

L @0

Phone Game YouTube
Launcher

& ©

WhatsApp  Contacts Internet  Messages  Camera

= o ¢
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Configuring Smartphone Client User in Security Management
System server

Create a user with Smartphone Client Privilege

On Security Management System server, go to “Users” section under users and privileges

Site_5.4.13.44

Users and Privileges -> Users |

= =

SrNo. User Name Privilege Enabled Type
1 admin Administrator Enabled In Built
Users 2 op testPrev Enabled Configured

admin
op
Privileges

Administrator

m

Operator

Guest

Web Client
Smartphone Client

testPrev

e C(Click Add new User

Add New User

User Name:  smartPhoneUser
Password: eesss

Confirm Password:  eess

Privilege: [Smartphone Client

Enable user
Address Line 1:  Address1
Address Line 2:  Address?

Phone Mo: 23345566

E-mail ID:  smartphoneuser@test.

e Fillin the required information and select the privilege as “Smartphone Client”
e Click OK
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Configure Channel groups for “Smartphone Client” privilege

e Click on “Privilege” under users and privileges section

Site_5.4.13.44

Users and Privileges - Privileges |

video devices B
Status |
—_— Mo, PMee flame Tvpe
s anC BUviege 1 Administrator In Built
Users 2 Operator In Built
admin 3 Guest . In Bu?lt
4 Web Client In Built
op Is Smartphone Client In Built |
II Privileges I 5] testPrev Configured

Administrator

m

Operator

Guest

Web Client
Smartphone Client

testPrev

o Select and edit “Smartphone Client” privilege
e Add required channel groups for this type of privilege

Users and Privileges —* Privileges = Smartphone Client ]

Privilege Name: Smartphone Client |
Privilege Type: In Built a
Features allowed: Features not allowed: i I
Feature Name Feature Name .
Alarm view
Setfings can not ba
changed for the in-built
privileges

-

‘| m 4| m | 3

Device groups allowed: Device groups not allowed:
Channel Group Channel Group
CG_AllChannels CG_Group001

CG_Group002

RN a
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